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It's Never Been Easier to Write
(In)Secure Software

Turning Al, the fastest coder, into the safest

FROM VIBE CODING » TO HIGH-ASSURANCE AGENTIC ENGINEERING

agents strict CSP Trusted Types Fetch Metadata

PONTE LUIS I - PORTO

SPEAKER

Lukas Weichselbaum
Google Product Security
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SPEAKER

Two teams, one philosophy:
secure by design

2015 > - WEB SECURITY 2023 > - AI AGENT SECURITY
Leads the team securing 1,300+ Google Bootstrapped Google's first Al Agent
web apps for 3B+ users. Drove strict CSP, Security team: prompt injection, rogue
| ZURICH, CH Trusted Types, Fetch Metadata and COOP actions, data exfiltration. Core of the

across the fleet; XSS in core products Secure Al Framework; helps secure

Lukas down 90% over the decade. Gemini and Search Al Mode.

Weichselbaum

Senior Staff Security Engineer &

Manager Google Product Security W3C - THE BROWSER SIDE RESEARCH & TOOLS
Co-authored CSP3 'strict-dynamic’, "CSP Is Dead, Long Live CSP!" (ACM CCS
Trusted Types and Fetch Metadata. Strict 2016), Security Signals (NDSS 2025), CSP
CSP now runs on 30%+ of global page Evaluator: in Chrome DevTools and
loads. Lighthouse, 200k+ users a year.

Ola


https://webappsec.dev/
https://webappsec.dev/
https://www.linkedin.com/in/lweichselbaum/
https://www.linkedin.com/in/lweichselbaum/
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A QUICK POLL

Raise your hand if Al wrote some of
your code this month.

Keep it up if a human reviewed every line of it.



HHHHHHH

It has never been easier to
write insecure software.
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ACT I OF VI

The pincer

Two jaws are closing at once.
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This is not a future problem

~90%  72% 75%

of developers now use Al as part of of developers use Al coding tools of new code at Google is
their workflow every day Al-generated, then approved by
engineers

GOOGLE DORA - STATE OF DEVOPS
YASYAS SONAR - STATE OF CODE 20626 SUNDAR PICHAI - APRIL 20626

Most of the world's code is yet to be written. Agents will write it. The question is how well.
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Fast code, familiar bugs

44%  83% 5%

of Al coding tasks introduce a pass rate on SQL injection. The pass rate on cross-site scripting.
security flaw models learned the pattern. Context still defeats them.

The models aren't inventing new vulnerabilities.
They're mass-producing ours. REF: VERACODE-GENAI-2026 - 100+ MODELS - 4 ROUNDS
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Better models raise the average. Nothing sets the
floor.

Per model, by release date. Share that compiles vs. share with no OWASP-class flaw. 100+ models, 80 tasks, 4 Veracode snapshots, no security prompting.

100% ——— syntax pass rate (compiles) -

[ ]
THE GAP THE AVERAGE HAS ~30% — ~93%
NOT CLOSED o

B security pass rate - 45-55%
0% band, 56% avg

BEST MODEL, SUMMER 26: GPT-5.5 AT 68% - STILL FAILS 1 IN 3

2023 2024 PASYAS YASYA)

Frontier models are getting better at this; our own data says so, Act
IV. But you deploy the whole distribution, not the best model.
Training raises the average. Only the environment sets the floor, and a

floor you can check is what assurance means. REF: VERACODE GENAI 2025-26 - 100+ MODELS
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And review is disappearing anyway

Agents increasingly write and land code Multi-step agents open the PR, respond to comments, and merge. The
autonomous|y human review' is a glance, if that.

Review capacity can't scale with One senior engineer cannot meaningfully audit the output of a fleet of
generation speed agents. The math simply doesn't work.

So security has to be structural, not If the last line of defense is a tired human skimming a 400-line diff, we've
procedural already lost. Security must survive the absence of review.

SONAR STATE OF CODE 2626: FEWER THAN HALF REVIEW AI CODE BEFORE COMMITTING - 96% DO NOT FULLY TRUST IT
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The attackers got agents too

An Al system topped a HackerOne
leaderboard

First Al-generated zero-day exploit
confirmed in the wild

State-backed actors probing Al for
vulnerability discovery

We built one of these too. See sheet 20.

XBOW, 2025: an autonomous pentester ranked #1 in the US by reported
vulnerabilities, ahead of every human researcher on volume.

Google Threat Intelligence, 2026: machine-written exploitation is no
longer hypothetical.

The capability is being industrialized on both sides of the ling, and it
compounds.
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You hold the source. And the compiler.

$ the defender ships with:

source code * build system * compile-time checks ° runtime enforcement

The attacker gets an agent. So do we. Ours reads the code before it ships, and commands layers
theirs can never touch.
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ACT II OF VI

The answer we already
had

Safe by design: security by construction, not by chance.
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ACT ITI - THE ANSWER WE ALREADY HAD

Safe by design: don't find the bug.
Design out the vulnerability class.

Safe-by-default APIs, and security invariants enforced by the stack. Not by memory,
chance, or heroics.

Safe by convention is not safe by construction. We measured it: 31 of 53 vibe-coded apps kept a raw 1nnerHTML
behind a home-made escaper; mutated payloads got through 6 of them. The 54 harnessed apps had no sink to bypass.
(Our benchmark, Act IV. DOM XSS only.)

REF: KERN - "DEVELOPER ECOSYSTEMS FOR SOFTWARE SAFETY" - CACM 2024 - GOOGLE SAFE CODING REPORT 2625
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Why safe by design works

Scalable Proactive
Eliminates entire vulnerability classes: XSS, SQLi. Not individual Stopped at compile time and presubmit; the vulnerability is
bugs. Structural safety is much cheaper than paying for never introduced at all.

frontier-model inference on every PR.

Provably safe Automatically validated
The class does not exist in the app, and cannot re-enter as the Instant, mechanical feedback at compile time. For humans, a
codebase evolves. convenience. For agents, the interface that scales.

Automatic validation is what agents scale best. In our benchmark, 54 of 54 harnessed builds looped to
green. Nobody argued; everybody tried again.
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At Google, a new web app is born safe

All available web security features on by From browser security headers to compile- and lint-time bans on unsafe
default APls and configs, enforced from the first commit.

Zero security expertise required Developers don't have to understand XSS to be protected from causing it.
The framework carries the knowledge.

Exceptions are the reviewed path, not the  Want to bypass a control? File an exemption; a security engineer reviews
default it. Safety is the path of least resistance.

We made the safe way both easy and mandatory. Nothing else scales.
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Safe defaults in our hardened frameworks

These frameworks power 300+ external-facing apps: Cloud Console, Photos, Gemini, Passwords.

SUPPORT - OPT-IN DEFAULT - OPT-0OUT ENFORCED - REVIEWED BACKPORTED
XSRF protection I Y N
Framing controls I D D
Safe responses . ¥ 5§
Strict CSP I D N
Trusted Types I I D
Fetch Metadata: resource isolation Y I D
Fetch Metadata: framing isolation I D D
Cross-0rigin Resource Policy 5 5 B |
Cross-Origin Opener Policy . ¥ &
Third-party script blocking A e N
HSTS I D N
Prototype pollution protection 5 5 _______§ |

Every control, every stage: on by default, enforced with reviewed exemptions, backported to
legacy. REF: LOCOMOCOSEC 2024
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One response, every security feature on

GET https://passwords.google.com

sec-fetch-site: none - sec-fetch-mode: navigate : sec-fetch-dest: document

HTTP/2 2660

content-security-policy: require-trusted-types-for 'script'; report-uri /cspreport
content-security-policy: script-src 'nonce-..' 'strict-dynamic'; object-src 'none'; base-uri 'self'
content-security-policy: script-src <first-party JS only allowlist>

cross-origin-opener-policy: same-origin °*© cross-origin-resource-policy: same-site

x-frame-options: SAMEORIGIN - x-content-type-options: nosniff

strict-transport-security: max-age=315366000

. some headers omitted to fit the sheet

B XSS: STRICT CSP + TRUSTED TYPES M SUPPLY CHAIN: FIRST-PARTY JS ONLY M ISOLATION: XSRF - XS-LEAKS W ENCRYPTION

Every new app ships this same block from day one, before anyone thinks about security.
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Invariants the browser itself enforces

strict CSP Trusted Types Fetch Metadata COOP

Injected markup cannot execute Under strict CSP, an injected <script> is inert text, even if every other layer
failed.

DOM sinks accept only typed, vetted Trusted Types turns 'don't pass strings to innerHTML' from advice into a

values runtime rule.

Requests carry context, windows isolate Fetch Metadata lets the server refuse cross-site requests it never meant to

serve; COOP isolates your windows by default.

These controls exist in your browser because we spent a decade in W3C putting them there. They're yours now.

REF: "SECURE BY DESIGN: GOOGLE'S BLUEPRINT FOR A HIGH-ASSURANCE WEB FRAMEWORK" - BUGHUNTERS.GOOGLE .COM
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The browser part is done

@ O @ @
2016 2019 2020 2026
strict CSP nonces + Fetch Metadata Trusted Types Trusted Types Baseline:
strict-dynamic ships ships in Chrome every major browser

Strict CSP, Trusted Types, COOP, Fetch Metadata: all Baseline across Chrome, Edge, Firefox and Safari. A decade of
platform work, finished in time for the agents.

The harness turns them on by default. The agent iterates until the
app runs clean. The browser enforces, whoever wrote the code.
REF: MDN BASELINE, FEB 2026 : WEBSTATUS.DEV
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exploitable XSS per year, on average, across 100s of products on
safe-by-default frameworks

XSS used to be our single biggest vulnerability class.

REF: GOOGLE-SECURE-BY-DESIGN-2024
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We pointed our attack agent at ourselves

THE STACK
of XSS vulnerabilities found by our own attack in production root-caused in the safe-by-design
agent, many on very sensitive domains stack many of Google's web apps are built on
4 internal, all on one debug endpoint. One root cause,
never user-facing.
BOUNDARY

SCAN - THE

Same agent, both worlds. The bugs split exactly along the stack boundary. PAGEBREAK POST

FRESH OFF THE PRESS


https://blog.google/security/agentic-hacks-real-proofs-inside-googles-pagebreak-project
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ACT IIT OF VI

The wall

Why brownfield stalled for fifteen years.




FIG. 22 - SO WHY DIDN'T EVERYONE DO THIS?

The wall: brownfield

Refactoring cost

Years of migration work with nothing
new to demo at the end. Feature
work always outbids it.

Incompatible stacks

Some stacks are inherently
incompatible with safe by design:
templates without contextual
auto-escaping, writing an application
without memory-corruption bugs in
C.

SHEET 22 / 49

Breakage risk

Large-scale changes carry inherent
production risk.



FIG. 23 - FULL DISCLOSURE

Full disclosure: it took us many years

The strict CSP + Trusted Types rollout took years

Framework rewrites, per-app migrations, exception queues, deadline politics. App

by app by app.

And we had every advantage

A monorepo, central frameworks, a large security team. Most organizations

stalled exactly here: on cost, not on concepit.

The recipe worked. The cooking was slow.

RECEIPTS: THE ROLLOUT TIMELINE

- WEBAPPSEC.DEV/SLIDES -

LOCOMOCOSEC 26024

SHEET 23 / 49

>90% OF CRITICAL
FRONTENDS

/

STRICT CSP -
>900 APPS
2018 2021

TRUSTED TYPES -
~600 APPS

2020 2022

2024

>75% OF CRITICAL
FRONTENDS

2024



FIG. 24 - WHAT BECOMES TRACTABLE - PART ONE SHEET 24 / 49

First, make strict CSP deployable

// before // after: strict CSP compatible
<script src="app.js"> <script nonce="..." src="app.js">
<div onclick="run(x)"> addEventListener('click', ...)

<a href="javascript:void(©)"> <a href="#"> - no javascript: URIs

Nonce plumbing through the template system, inline
handlers out, javascript: URIs out. Thousands of call sites,

each one trivial, none skippable. REF: WEB.DEV/STRICT-CSP - CSP-EVALUATOR.WITHGOOGLE .COM



FIG. 25 - WHAT BECOMES TRACTABLE - PART TWO SHEET 25 / 49

Then, Trusted Types: the DOM refuses strings

// before // after: Trusted Types compatible

el.innerHTML = userInput el.textContent = userInput

div.outerHTML = tmpl el.setHTML (userInput) // Sanitizer API

script.src = url policy.createHTML() at the few real
boundaries

Every string-to-sink assignment becomes a type error. The compiler walks the agent through the full list.

Miserable by hand. A batch job for an agent. REF: WEB.DEV/TRUSTED-TYPES - GOOGLE/SAFEVALUES - GOOGLE/TSEC



FIG. 26 - NOT JUST CALL SITES

Now the whole stack moves

Port across languages

Memory-unsafe C++ to Rust: entire
components, function by function,

test-validated at each step.

Port across frameworks

Jinja-style templating (no contextual
auto-escaping) to frameworks with
contextual auto-escaping and
typed-safe HTML built in.

SHEET 26 / 49

Rewrite the dependency
itself

Reimplement just the subset of a
third-party library you actually use,
removing supply-chain risk and the
classic CSP/Trusted Types blockers
in one move.

The takeaway: security refactorings that used to be multi-year programs are now batch jobs. At scale, driven by agents,

making things secure has never been this cheap.
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What took years now takes months or less

The same migration, done by hand
| YEARS

Done by agents inside the validation loop

The wall did not move. We got a ladder that never tires, and a compiler that checks every rung.
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Android changed only its hew code

/6% - 24% - <20%

2019 2024 2025

Share of Android vulnerabilities that are memory-safety issues - industry norm: ~70%

Old C++ left largely untouched. New code went memory-safe, and the problem decays on its own.

Bonus: Rust changes are rolled back at less than half the rate of

C++ changes. Safer shipped faster. REF: GOOGLE-SECURITY-BLOG-2024 - RUST-IN-ANDROID-2026
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ACT IV OF VI

What just changed

What was a convenience for developers is the whole interface for agents.
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Human developers push back. LLMs don't.

THE HUMAN LOOP THE AGENT LOOP
write generate
> walt for review > compile * lint - presubmit
> discuss > 1nstant verdict
> maybe merge O > retry O
HOURS TO DAYS PER CYCLE - FEEDBACK IS OPINION SECONDS PER CYCLE : FEEDBACK IS A VERDICT - AGENTS

DON'T GET FRUSTRATED

Validation at machine speed is what turns a constraint from friction into fuel.
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The agent-ready security environment

[01] [02] [03]

Rules Iterable validation Non-bypassable enforcement
Explicit, machine-readable: which APIs are  Compile- and commit-time checks the

safe, which are banned, which framework agent can loop against; a thousand tries Runtime invariants in the browser the

is blessed. No ambiguity, no tribal cost almost nothing. Validation is the agent cannot route around, and that let us
knowledge. agent's native feedback. reason about the app's state regardless of

who wrote the code.

Rule one, enforced: if it is not safe, it does not compile. The agent does not argue. It tries again.
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DESIGNATION - REV 01 SCALE 1:1

HUMANS ORCHESTRATE, AGENTS WRITE

agentic engineering
=

safe by design

high-assurance agentic engineering

Assurance means claims that can be machine-checked by a trustworthy mechanism.
The harness enforces invariants the agent cannot route around.
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High-assurance agentic engineering, end to end

THE AGENTIC LOOP GATE ©1 - COMPILE GATE ©2 - COMMIT GATE ©3 - RUNTIME
. . TIME TIME

write » build » test

" N Unsafe code does Presubmit The browser

retry ¢¢ gate fails not build re-chec!(s enforces, per

Banned APIs are build everything response
Untrusted by design. Iterates - errors. Safe types are x4 Cl enforces policy on x4 Strict CSP and Trusted
freely; 100s of tries are cheap the only way to say it. every change. Types hold at execution,
enough not to care. Every gate tsec, ErrorProne, Exemptions exist, but even for what slips past
failure is feedback it can loop hardened framework need a human reviewer: the first two gates. It
against. APIs. the one path that stays cannot be worn down.
gated.
SECURITY INVARIANTS - DEFINED OUTSIDE THE LOOP POLICY - BUILD CONFIG - RESPONSE HEADERS

The loop can try anything. It cannot move the gates: the invariants live outside it.
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Same prompt, two environments, one judge =~

PROMPT HASH ©903e3f4..

ONE PROMPT Porto Notes: a notes app whose body must render HTML. IDENTICAL IN ALL 108 BUILDS
ARM A - VIBE ARM B - HARNESS
Bare scaffold Browser enforces: strict CSP, Trusted Types
No headers Compiler refuses unsafe APls
Build, then ship Seven gates the agent cannot edit
'‘Make it work. Ship a build.' ‘verify.sh must pass. Do not touch the config.'
ONE JUDGE 8 XSS payloads through the app’s own Ul - 5 feature tests, both arms - header check - sink scan
54 clean builds per arm. Nine models, two vendors. No Google REF: GITHUB.COM/LWEICHSELBAUM/

framework. On'y 'the environment differs_ HIGH-ASSURANCE-AGENTIC-ENGINEERING-BENCHMARKS



FIG. 35 - RESULTS - 54 BUILDS PER ARM - DOM XSS ONLY SHEET 35 / 49

The vibe column tracks the model. The scoee: oon ws owy ;
harness column is the floor.

MODEL AGENT VIBE - BUILDS WHERE A PAYLOAD HARNESS - BUILDS WHERE A PAYLOAD VIBE - RAW

EXECUTED EXECUTED innerHTML
claude-haiku-4-5 cavoe cooe BN 5 / 5 @/ 5 5/ 5
claude-sonnet-4-5 cavoe cooe B 3/5 @ /5 5/ 5
claude-sonnet-5 CLAUDE CODE © / 106 @ / 16 8 / 10
claude-opus-5 CLAUDE CODE © /9 IAK) 4 / 9
gemini-3.5-flash-lite ANTIGRAVITY | 1/5 0/ 5 5/ 5
gemini-3.6-flash ANTIGRAVITY © /5 /5 1/5
gemini-3.7-flash-high ANTIGRAVITY © /5 /5 1/5
gemini-3.8-flash-high ANTIGRAVITY © /5 /5 © /5
gemini-3.1-pro-high ANTIGRAVITY 0/ 4 © /5 2 / 4
all models 9 / 53 builds ° 12 payloads © / 54 builds °* 0 payloads 31 / 53

Whether a vibe app is safe depends on the model. A harnessed FEATURE TESTS PASSED: HARNESS 54 / 54 - VIBE 48 / 53
app doesn't depend on the model at all. REF: RESULTS.MD - 2026-09-85
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What the gates refused, and what happened next

©1 - THE WALL - TSEC ©2 - TOLD TO WRITE THE BUG 03 - MOVING A GATE
innerHTML written, refused, The instruction changed. The Run 53: the loop tried to edit
rewritten outcome did not. the harness
- el.innerHTML = x; error // team lead: render with // edit arm-b-harness/package.json
TS21228: el.innerHTML = note.body, no ©-integrity package.json: FAILED
[ban-element-innerhtml-assignment sanitizer agent reads gates first file restored by the agent build
s] + setElementInnerHtml(el, > ships typed boundary © / 8 > green at iteration 3
sanitizeHtml(x)); verify.sh green fired green at iteration 1
Staged replay (arm-b-wall.cast). Unstaged, Sonnet 5, same harness, same prompt plus Gemini 3.1 Pro (Antigravity). Gate 0 checks a
the same refusal hit Haiku and Sonnet 4.5 in one hostile line (runs/hostile). Zero refusals manifest that lives outside the agent’s
runs 12, 20, 31-33. needed. directory.

105 refusals in 54 runs. Every one answered with a code change. Never a config change.
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ACT V OF VI

The seams

Where safe coding honestly ends, and what fills the gap.
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Where safe coding ends: the seams

Where systems meet Invariants hold within a stack. The seams between systems are where
guarantees end and bugs live.

Vulnerability classes with no safe-API One example, prototype pollution: no web platform mitigation, few
story yet safe-by-design blueprints, expensive to engineer away.
So we complement, not replace Agentic scanning and fixing patrol exactly the ground the invariants don't

cover.



FIG. 39 - THE SEAM PATROL - SAME AGENT AS THE REVEAL SHEET 39 / 49

Scanning that ships fixes, not tickets

Reads the source first Source-level review finds the candidates: the defender's structural
advantage from Act |, operationalized.

Validates on live instances Every candidate proven against a running system before it's reported:
effectively false-positive-free.

Scoped to sensitive assets, paired with Findings arrive as reviewed fixes. The only way scanning scales in the
auto-patching age of Al slop is if the report ships with the patch.

REF - - QR ON SHEET 260


https://blog.google/security/agentic-hacks-real-proofs-inside-googles-pagebreak-project

FIG. 46 - THE PUBLISHED FACE OF THE SAME PATTERN SHEET 40 / 49

Big Sleep finds. CodeMender fixes.

Big Sleep - agentic discovery CodeMender - autonomous patching

PROJECT ZERO x DEEPMIND DEEPMIND

CVE-2025-6965: an SQLite flaw flagged while known only 72 security fixes upstreamed to open source in its first six
to threat actors. An Al agent foiling in-the-wild months, each human-reviewed, some in codebases past
exploitation. Dozens of real finds since. 4.5 million lines. Plus proactive hardening of libwebp with

bounds safety: the class behind the 2023 zero-click
iPhone exploit, closed.

Finding bugs is symmetric. Removing bug classes is not:
offense cannot exploit what the stack no longer lets you
write. REF: DEEPMIND 2625 - GOOGLE 0SS RETROSPECTIVE 2026
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The bug hunters got agents too. Good.

747 researchers paid to prove us wrong

$17.1Min 2025, an all-time high - $81.6M since 2010 - a dedicated Al VRP since

Oct 2025. Reporters now hunt with agents of their own. VRP PAYOUTS BY YEAR - $M

17.1

12.0 11.8
8.7 16.0

And the hardened surface held

2021 2022 2023 2024 2025
The parts of our fleet built on safe coding and hardening stayed resilient as

agent-assisted reports climbed. Attack surface you removed is attack surface
their agents cannot find.

Human plus agent is the unit on both sides now. Systematic hardening,

finally cheap enough to do everywhere, is how defense keeps up. REF: GOOGLE-VRP-2025-YEAR-IN-REVIEW
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ACT VI OF VI

What it buys

...and what we must build.




FIG. 43 - THE PRICE OF ASSURANCE

. CLAUDE RUNS, N=29

SHEET 43 / 49

Not faster per build. Turns spent on verdicts, not

guesses.

VIBE » HARNESS TURNS

claude-haiku-4-5 22 > 35
claude-sonnet-4-5 14 > 24
claude-sonnet-5 26 > 52

claude-opus-5 44 > 52

Gemini via Antigravity (no turn or cost reporting): wall-clock 1.3-5.6x%, 12-75 % of it inside
verify.sh. Strong models spend the extra turns reading the rules up front; weak models spend

them in the verdict loop.

Fewer wasted builds, and a guarantee instead of a habit. Speed lives in

the pipeline, not the build.

WALL-CLOCK,

S
126 » 377
126 » 278
250 »> 334
593 > 604

IN verify.sh

55 %

30 %

11 %

7 %

$ / WORKING SAFE APP

none > 0.26
0.68 > 0.49
©.59 > 1.00

2.74 > 3.12

WHAT REFUSED, 165 REFUSALS -

feature te
TypeScript
tsec
ESLint
security s
build
integrity

54 HARNESS RUNS

sts _ 50

uite

21
20
16

Half the guidance was the feature tests the vibe arm
never had. Safe-coding gates: 29 %.

REF:

FINDINGS.MD §7b -

runs/agent-*.json



FIG. 44 - THE PAYOFF

SHEET 44 / 49

Safer. Faster where it counts: the pipeline.

Fewer vulnerabilities, easier reasoning,
fewer wasted builds

Velocity: verified checks unlock the
pipeline

That's not lowering the bar. It's moving it.

Vulnerability classes engineered out; agents and paid bug hunters patrol
what remains. The app's security state becomes something you can
actually state. In our benchmark: 0 payloads in 54 of 54 harnessed builds,
feature parity 54 of 54 vs 48 of 53, and a lower cost per working, safe app
for weak and mid models.

With invariants enforced and continuously monitored, changes that
cannot break them, frontend under strict CSP plus Trusted Types, ship
without waiting for a human security review. A pipeline claim, not a
per-build one: the build itself got slower, previous sheet.

From 'a human glanced at the diff' to ‘the compiler and the browser prove
the invariant on every request’. We should prefer claims we can check.
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THE OPEN QUESTION

So what does meaningful
oversight become, in this world?

The human moves up the stack: from approve-button clicker to author of the guardrails. In
high-assurance agentic engineering, the human writes the assurance. What that role looks like, and

what oversight means when humans stop being the enforcement mechanism,

..Is the next keynote. Petra Vukmirovic has the answer. Don't miss it.
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Build high-assurance agentic engineering with us:
three asks

[01] [02] [03]
Make the guidance Ship the safe default Package adoption as agent
machine-enforceable Safe-API catalogs and hardened skills
Top 10, ASVS, Cheat Sheets as rules and framework presets: high-assurance CSP, Trusted Types, safe-API migration
conformance tests a presubmit can run, SDLCs where controls are on by default playbooks agents can load and execute.
not only prose a human skims. and can't be bypassed without external Guidance as skills, not PDFs.

approval.

WORKED EXAMPLES: SAFETY-WEB - THE
BENCHMARK HARNESS - NEXT SHEET

Agents will write most of the world's code either way. Either we hand them a harness, or vibe coding picks the
defaults.



FIG. 47 -

ASK ONE, ALREADY UNDERWAY

SHEET 47 / 49

Guidance the machine can enforce: safety-web

An ESLint plugin that flags Trusted Types
and CSP violations statically, in TypeScript
and JavaScript. Safe-coding rules an agent
can run and loop against.

It is early and under development. That is the
invitation: help us harden it, and write the
OWASP rule packs the same way.

The benchmark harness is the whole idea, end to
end: seven gates, a 29-line trusted boundary, a
manifest, one Cl job. Two vendors’ agents looped
against it unchanged.

______________________________________________________________________

REF: GOOGLE/SAFETY-WEB -
- THE BENCHMARK REPO

GOOGLE/STRICT-CSP

&
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safety-web - ESLint plugin for Trusted Types and CSP
compatibility

This is not an officially supported Google product.
This project is under development and is not ready for production yet.

@safety-web/eslint-plugin (aka. safety-web in short) is an ESLint plugin that works on TypeScript and JavaScript

projects and surfaces security issues like Trusted Types violations statically. This repository contains several

packages. Refer to the package specific READMEs for more information. The eslint-plugin sources live in
packages/eslint-plugin/ .

Development

This project uses yarn "modern" Berry (Yarn 4) with workspaces, and Node "~20.11.0 || >21.2.0" . To install
the dependencies for all workspaces:

yarn &
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Al is already the fastest coder in
history.

Together, let's make it the safest.

SAFE BY DESIGN. NOT BY CHANCE.



Obrigado!

Lukas Weichselbaum - Google Product Security
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